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ABSTRACT
Network measurement platforms are increasingly popular among
researchers and operators alike due to their distributed nature, sim-
plifying measuring the remote parts of the Internet. RIPE Atlas
boasts over 12.9 K vantage points in 178 countries worldwide and
serves as a vital tool for analyzing anycast deployment, network
latency, and topology, to name a few. Despite generating over a
terabyte of measurement results per day, there is limited under-
standing of the underlying processes. This paper delves into one
day in the life of RIPE Atlas, encompassing 50.9 K unique measure-
ments and over 1.3 billion results. While most daily measurements
are user-defined, it is built-ins and anchor meshes that account
for 89% of produced results. We extensively examine how different
probes and measurements contribute to the daily operations of
RIPE Atlas and consider any bias they may introduce. Furthermore,
we demonstrate how existing measurements can be leveraged to
investigate censorship, traceroute symmetry, and the usage of re-
served address blocks, among others. Finally, we curate a set of
recommendations for researchers using the RIPE Atlas platform to
foster transparency, reproducibility, and ethics.

1 INTRODUCTION
The Internet is the biggest network of networks in the world, in-
terconnecting more than 82.3 K IPv4/IPv6 autonomous systems
that advertise over 1 million BGP routing prefixes [119]. Given
this unprecedented scale, it is no surprise that the Internet is con-
stantly affected by network outages that stem from cyberattacks,
natural disasters, hardware or software failures, as well as human
errors. Such events may have a global impact and far-reaching
consequences for millions of end users.

One of the prominent network outages happened in 2016 when
the Mirai botnet attacked the Dyn Domain Name System (DNS)
operator. It resulted in rendering unavailable some of the most
popular websites, such as those of Amazon, GitHub, and Netflix, to
name a few [7]. More recently, Facebook and its associated services,
Instagram and WhatsApp, went offline when one of the “routine
maintenance jobs” disconnected the Meta network hosting DNS
servers from the Internet [54]. It is estimated that the outage cost
the company about $65 million [18]. The understanding and mitiga-
tion of such disruptions is more efficient when one can accurately
measure how far the problem propagated and which parts of the
Internet were affected. It is also crucial to proactively identify any
vulnerability or misconfiguration that may become an issue in the
future.

Network measurements can be conducted from external or in-
ternal vantage points, each offering unique insights into network
performance. External vantage points evaluate network reachability
and end-to-end performance, identifying issues such as connectiv-
ity problems and high latency. However, they often lack the depth
needed to uncover the root causes of these issues. In contrast, in-
ternal vantage points are essential for gaining a comprehensive
understanding of network operations. They enable detailed moni-
toring of traffic patterns and facilitate the identification of internal
issues, such as routing misconfigurations and bandwidth bottle-
necks.

To fully leverage the strengths of internal vantage points, devel-
oping a distributed infrastructure that supports a variety of custom
measurements across multiple networks is crucial. Such a system
would not only streamline automation and simplify result retrieval
but also significantly enhance overall network visibility. Examples
of such systems are proxy networks, advertising tens of millions
of vantage points available to their clients. Researchers previously
used them to test the capabilities of DNS resolvers [26], DNS time-
to-live (TTL) violations [15], and traffic manipulations [25]. Yet,
valid concerns have been raised as to whether participating IP ad-
dresses are sourced ethically. In particular, Mi et al. [78] found some
of the residential proxies to be compromised Internet of Things
devices. NLNOG RING [88] is another initiative introduced by the
Netherlands Network Operator Group. Any operator joining the
measurement network with its own virtual machine gains shell
access to all the participating servers. However, the platform is only
open to participants.

RIPE Atlas stands out as one of the most widely known Internet
measurement platforms, appreciated by researchers and operators
alike. Powered by a network of volunteers running small measure-
ment devices (probes), it constantly collects data about the topology,
connectivity, and reachability of the global Internet. The platform
is open for anyone to launch custom measurements, provided a
user possesses a sufficient amount of RIPE Atlas credits. If in need,
researchers can request them by contacting the RIPE Atlas team
directly. For that reason, the platform has been extensively used
in the research community to study network latency [9, 21, 22,
30, 40, 64, 75, 76, 90], topology [6, 10, 56, 93, 120, 124], and any-
cast [63, 77, 83, 103, 114, 122, 125, 126] among many other topics.

By 2024, RIPE Atlas has grown into a large-scale network of
12.9 K probes, spread over 178 countries and 4 K ASes. Since its ini-
tial launch in 2010, the platform has generated almost one petabyte
of data [112], with a rate of 1.3 billion measurement results per day
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in early 2024. Such a scale made the Atlas team reflect on how to
best store all the invaluable data [62]. However, there has not been
a study that systematically analyzes the measurements being run
and the phenomena they can reveal. Our paper fills this research
gap and provides an extensive overview of the RIPE Atlas platform,
with its building blocks, measurements, and use cases. Overall, our
contributions are as follows:

• We analyze one day in the life of RIPE Atlas, comprising
50.9 K measurements and 1.3 billion results generated by
12.9 K probes. We uncover that anchors produce almost 70%
of daily results despite regular users launching the highest
number of individual measurements.

• We present several exploratory case studies that leverage
RIPE Atlas data to provide insights into network behavior
and infrastructure. By analyzing a single day’s worth of
RIPE Atlas data, we highlight the unique value of this daily
snapshot dataset in uncovering patterns and trends that
inform network performance and reliability. Our findings
demonstrate the practical applications of these data in real-
world scenarios, offering valuable implications for network
operators and researchers alike.

• Based on the key findings of this paper and the discussions
with the RIPE Atlas Team, we curate the list of best prac-
tices for all researchers wishing to use the platform. We call
for transparency, reproducibility, ethical conduct, and en-
courage thorough exploration of RIPE Atlas data to uncover
valuable insights for the network community.

The rest of the paper is organized as follows. Section 2 describes
the inner workings of the RIPE Atlas, while Section 3 illustrates
the use of the platform by researchers. Section 4 presents the day-
in-the-life dataset that we analyze in the remainder of the paper.
Section 5 discusses anchoring, built-in, and user-defined measure-
ments. Section 6 proposes a set of recommendations for a better use
of RIPE Atlas, Section 7 deals with ethics, and Section 8 concludes
the paper.

2 BACKGROUND ON RIPE ATLAS
This section provides an overview of the RIPE Atlas measurement
platform. We first describe the overall system design and its main
building blocks. We then discuss the types of supported measure-
ments and how one can launch them.

2.1 Building Blocks
The core element of the RIPE Atlas platform is a probe, capable of
running in its host network and executing various types of Internet
measurements. Probes come in two flavors—hardware and software.
The former are small low-power devices (Lantronix XPort Pro, TL-
MR 3020, or NanoPi NEO Plus2, depending on the version [58])
following the install-and-forget principle, thus requiring little to
no maintenance from the probe owner. On the contrary, software
probes are set up and updated independently on the existing in-
frastructure (e.g., virtual machines or physical servers). RIPE NCC
receives applications from potential probe hosts and accepts those
that would contribute to the better coverage of the platform. In
return, probe owners gain credits that can be used to run custom

measurements. As of February 2024, there are 12.9 K connected
probes.

Anchor is an enhanced probe, providing two main services: i)
executing a large number of measurements and ii) being measure-
ment targets for other probes and anchors. Accomplishing these
two goals raises higher requirements for the host network and the
underlying hardware. Anchors are expected to be highly available,
so they are not suitable for small home or office networks behind
firewalls. Instead, Internet Service Providers (ISPs), Internet eX-
change Points (IXPs), or big cloud providers are natural candidates
for hosting such systems. Note that, unlike regular probes, anchors
are explicitly required to respond to pings and traceroutes. To re-
ward the owners for operating anchors, they earn ten times more
credits than regular probe hosts.

Originally, all the anchors were meant to be hardware devices,
and hosts were committed to purchasing the specific hardware
approved by the Atlas team. Non-profit organizations could ad-
ditionally benefit from several rounds of sponsorship, helping to
set up anchors in underrepresented networks [28]. However, RIPE
NCC relaxed the hardware requirement in 2018 and introduced
Virtual Machine Anchors that contributed to a large expansion
of the infrastructure [29]. As of February 2024, 810 anchors are
connected to the RIPE Atlas platform. They constitute a full mesh
and perform a series of measurements between themselves to serve
as a baseline for the state of Internet connectivity.

2.2 Measurements
The RIPE Atlas measurement is the key unit of work performed
by all the probes and anchors. Every device comes with a series of
built-in measurements performed towards well-known targets, pre-
defined by the Atlas team. At the same time, one can launch custom
user-defined measurements via the web interface1 or the API.2 Each
measurement is defined by its type, participating probes/anchors,
targets, and timing.

Built-in measurements [98] generate an important body of data
about global Internet connectivity. They are executed on all the
connected probes every 4 minutes to once per day, some of them
up and running since 2010. Every 240 seconds, pings are sent to
all 13 DNS root servers and 7 measurement targets from the RIPE
Atlas infrastructure. Traceroutes are executed towards the same
destinations every 30 minutes in addition to topology scans running
every 15 minutes. DNS measurements are duplicated over both TCP
and UDP transport protocols, with each target receiving SOA DNS
and 4 CHAOS-class TXT requests for version.bind, hostname.bind,
id.server, version.server. In addition, probes resolve some of
the popular and random domain names. The frequency of DNS
measurements greatly varies depending on the particular query
sent.

The Transport Layer Security (TLS) certificates of www.ripe.
net and atlas.ripe.net are retrieved once per day, and the HTTP
measurements towards http://www.ripe.net/favicon.ico and http:
//ip-echo.ripe.net/ are executed every 24 and 1 hour, respectively.
If supported by the host network, all the measurements are run in
IPv4 and IPv6 address spaces. Moreover, all the probe connection

1https://atlas.ripe.net
2https://atlas.ripe.net/docs/apis/rest-api-manual/

www.ripe.net
www.ripe.net
atlas.ripe.net
http://www.ripe.net/favicon.ico
http://ip-echo.ripe.net/
http://ip-echo.ripe.net/
https://atlas.ripe.net/docs/apis/rest-api-manual/
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and disconnection events are also logged to give an overview of
the probe uptime. Built-in measurements are public by default, and
the results can be freely accessed by any interested party.

RIPE Atlas anchors form a distinct group of targets for so-called
anchoring measurements. Every anchor receives a ping, a tracer-
oute, and an HTTP GET request from all the other anchors (thus
forming a full mesh) and a subset of regular RIPE Atlas probes. The
measurements are run every 4 to 30 minutes to create a reliable
picture of the global Internet connectivity. Whenever available, all
the measurements are run over IPv4 and IPv6. Note that the list of
anchoring measurements is not static and gets updated every time
a new anchor is added to the mesh.

One may need to perform a more fine-grained measurement,
e.g., resolve a custom domain name or ping a particular destination.
In this case, built-ins would be of little help. Instead, any regis-
tered user can launch a custom measurement, provided they have
a sufficient amount of credits. There are currently 6 supported
measurement types, including ping, traceroute, DNS, NTP, TLS,
and HTTP [99]. Note that the last one is restricted to target only
RIPE Atlas anchors. By default, the web interface proposes to run
a measurement on 50 random probes located worldwide. It is also
possible to restrict the participants to a specific AS, an IP prefix, a
country, or a region.

If known, a particular probe ID can also be specified as well as
an existing measurement ID to reuse the same set of participants.
Each measurement can either be one-off or recurring (e.g., every 5
minutes). Based on its definition, each measurement has an associ-
ated cost in credits, proportional to the load placed on the probes
themselves and the RIPE Atlas infrastructure in general. Finally, cer-
tain limits in place prevent a single user from abusing the platform.
One cannot run more than 100 measurements simultaneously, use
more than 1000 probes per measurement, and spend more than 1 M
credit points per day. All the special requests to bypass the quotas
and limitations are considered by the Atlas team on a case-by-case
basis.

3 RELATEDWORK
Since the launch of RIPE Atlas in 2010 and its introduction to the
research community in 2015 [102], the platform has been widely
used in more than a thousand scientific publications [46]. To tackle
this amount of related work in the field efficiently, we adopt the
approach of Scheitle et al. [108]. Specifically, we have surveyed all
the papers published in the past 5 years (2019-2023) at relevant
conferences in the areas of Internet measurements (PAM, ACM
IMC, TMA), networking (ACM CoNEXT, ACM/IRTF ANRW, IEEE
INFOCOM, ACM SIGCOMM), and security (USENIX Security, IEEE
S&P, IEEE Euro S&P, ACM CCS, NDSS). We looked for publications
that relied on RIPE Atlas in their methodology and selected 79
papers for further analysis.

Given that the RIPE Atlas platform is mostly considered to be a
network monitoring tool, it is of no surprise that 89% of selected
publications appeared in Internet measurement and networking
venues. Consequently, it was largely underrepresented in the se-
curity community. Researchers mostly performed traceroute, DNS,
and ping experiments, only occasionally referring to other scan
types. RIPE Atlas was used to study anycast deployment [63, 77, 83,

103, 114, 122, 125, 126], latency [9, 21, 22, 30, 40, 64, 75, 76, 90], topol-
ogy [6, 10, 56, 93, 120, 124], and IP geolocation [17, 27, 42, 69, 105].
Apart from those, researchers tackled a broad number of network-
ing topics, including anomalies and outages [36, 55, 80], Resource
Public Key Infrastructure (RPKI) [23, 39, 49, 67, 104, 111], router
fingerprinting [4, 5], Border Gateway Protocol (BGP) [38, 66, 113],
traceroute analysis [45, 47, 81], IPv6 [53, 116], routing loops [3], sub-
marine connectivity [37, 68], and satellite [79, 92]. They used both
built-in and user-defined measurements with a slight preference
towards the latter.

DNS measurements constituted another important part of re-
lated work covering a wide range of topics such as DNS Security
Extensions (DNSSEC) [86, 87], QNAME minimization [73, 121],
caching [1, 84, 96, 110], DNS-over-TCP [74], encryption [24, 33],
EDNS(0) Client Subnet [2, 19, 107], fragmentation [85], cyclic depen-
dencies [82], lame delegations [115], and infrastructure [44, 118].
However, the need to query custom domain names implied setting
up user-defined measurements.

The remaining measurement types are a small fraction of re-
lated work. Notably, different RIPE Atlas measurement types (TLS,
DNS, traceroute) allowed researchers to analyze censorship from
multiple angles. For example, they examined DNS interception [70,
89, 97], rogue root certificates [94], censorship circumvention [65],
and more broadly, the exposure to traffic observation and tamper-
ing [43]. The latter two relied on TLS measurements that were
rarely seen in other existing work. Finally, probe (dis)connection
events were used [16, 95] to identify IP address reuse.

Given the number of measurements running on the platform
and the associated load on RIPE Atlas probes, valid concerns were
raised about the accuracy of the results. Holterbach et al. [51] found
that i) measurements running concurrently on the same probe
may increase the delay by milliseconds and ii) measurements on
different probes can become desynchronized despite being launched
at the same time. Bajpai [14] further summarized the potential
issues that may be encountered by RIPE Atlas users, such as rate
limits, per-hop latency aggregation, and a biased probe distribution
across ASes/countries. Researchers specifically highlighted that
vantage point locations may significantly influence the obtained
measurement results [8, 109].

Our analysis of the related work shows several patterns of RIPE
Atlas usage among researchers. First, measurements are skewed
towards the main three types (namely traceroutes, DNS, and ping)
while others remain underrepresented. Second, user-defined mea-
surements are used in more than half of the cases because built-
ins cannot address all the research questions. Finally, security re-
searchers rely considerably less on RIPE Atlas than the networking
community.

4 DAY IN THE LIFE OF RIPE ATLAS
This section provides an overview of one day in the life of RIPE
Atlas. We carefully select a 24-hour window to analyze the active
probes, anchors, and measurements in which they participated.

4.1 Dataset
When describing one day in the life of RIPE Atlas, it is crucial to
evaluate whether the chosen dataset is a representative snapshot of
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Figure 1: Ongoing measurements and active RIPE Atlas
probes per day between Jan 1, 2024 and Mar 31, 2024.

2012 2016 2020 2024
Year

0.00

0.25

0.50

0.75

1.00

CD
F

Probes
Anchors

Figure 2: Cumulative distri-
bution of dates of the first
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Figure 3: Cumulative dis-
tribution of total uptimes
in days for probes and an-
chors.

the system operations. We assess it using two distinct metrics: the
number of ongoing measurements and the number of connected
probes per day.

Considering the major growth of the platform since 2010, we
refrain from the naive approach of computing the mean values over
the past 14 years. Instead, we focus on a more recent period of
time spanning the first three months of 2024. Figure 1 presents the
number of connected probes and ongoing measurements between
January and March 2024. Overall, we see a stable distribution of
probes, fluctuating between 12.8 K and 12.9 K per daywith amean of
12,888. However, trends differ for ongoingmeasurements, where the
numbers range from 46 K to 175 K. The mean of such a distribution
will inevitably be skewed towards a few outliers. Therefore, we
compute its median of 56 K measurements per day. Finally, we
choose the date for which the numbers of ongoing measurements
and connected probes fall within the range of the median absolute
deviation, set to 7 K for measurements and 14 for probes. One of the
days that satisfies these criteria is February 21, 2024. We note that
while the analysis of data for any short period is not necessarily
illustrative of the overall system use, we argue that the chosen day
is a representative snapshot of the platform operation in 2024. We
download all the active measurements during this period, all the
generated results, and the probe metadata using the RIPE Atlas API.
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Figure 4: Number of RIPE
Atlas probes and anchors
connected to the platform
on Feb 21, 2024, per IP pre-
fix.
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Figure 5: Number of RIPE
Atlas probes and anchors
connected to the platform
on February 21, 2024, per
AS.

4.2 Probes and Anchors
On the analyzed day, 36.9 K measurement devices (probes and an-
chors) are known to the RIPE Atlas platform. More than 20 K of
them are abandoned—they have not been connected to the sys-
tem for at least several months. Almost 4 K probes/anchors are
temporarily disconnected, for example, possibly due to transient
network failures, probe hardware not functioning properly [52],
or owners unplugging the device for any reason. The remaining
12,082 probes and 810 anchors are active, forming the basis for our
subsequent analysis.

4.2.1 First Connection Dates and Uptimes. Figure 2 shows the cu-
mulative distribution of the dates of the first connection of the
currently active probes and anchors. In general, probes have been
steadily added to the network since the first days of RIPE Atlas, 96
of them being connected since 2010—they have been generating
invaluable longitudinal data for the last 14 years. The great ma-
jority of active anchors have joined the system since 2018, which
coincides with the introduction of virtual machine anchors. The
oldest one has been running since 2013. We note, however, that
the first connection dates do not necessarily signify that devices
have been constantly connected ever since. Figure 3 additionally
plots the total uptimes of connected probes and anchors measured
in days. We can see that these findings are generally consistent
with the expected uptimes based on the first connection dates. For
example, the few probes first connected in 2010 have a total uptime
of over 4.8 K days (over 13 years).

The consistent availability of RIPE Atlas probes and anchors
highlights the network’s reliability and stability. Probes that have
remained connected for extended periods provide essential longitu-
dinal data crucial for historical analysis. The consistency between
their initial connection dates and ongoing uptime indicates near-
continuous operation, ensuring reliable and uninterrupted data
collection, essential for comprehensive insights into global Internet
dynamics.

4.2.2 IP Connectivity. More than 12% of connected probes are pri-
vate, thus not revealing any information about their underlying IP
connectivity. Focusing on public probes only, we see 5.6 K (46.5%)
of them being dual-stack, while the remaining 4.8 K (40%) and 146
(1.2%) are IPv4-only and IPv6-only, respectively. Anchors show a
substantially higher support of IPv6, with 744 (92%) being fully
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Figure 6: Number of connected RIPE Atlas probes and an-
chors per country in February 21, 2024.

dual-stack. To further understand the distribution of these mea-
surement vantage points, we compute the number of anchors and
probes per IP prefix and AS. Figures 4 and 5 show the cumulative
distributions for IPv4 and IPv6 address spaces. Overall, most IP
prefixes and ASes with RIPE Atlas measurement vantage points
contain exactly one probe or anchor, regardless of the address fam-
ily. Anchors tend to be better distributed than probes, with the best
coverage attained among IPv4 prefixes, for which 97.84% contain
only one anchor. In all other cases, each prefix contains at most 8
anchors. When aggregating the numbers at the AS level, we see
some decrease in the diversity: the ratio of ASes with one anchor
is 87-88%, and at most, one probe is hosted in 67% of ASes. The
long tail also shows some ASes with a high concentration of probes,
mostly Deutsche Telekom, Comcast Cable Communications, Free,
and Orange. As they are major telecommunications operators in
their corresponding countries, we hypothesize that probes may be
hosted in the home networks of their owners.

The prevalence of private probes among RIPE Atlas measure-
ments limits visibility into their IP connectivity, potentially skewing
the analysis at the network level. The analysis of public probes re-
veals a notable dual-stack support among anchors compared to
probes, highlighting varying network capabilities that researchers
must consider when performing measurements across IPv4 and
IPv6 address spaces.

4.2.3 Geographical Distribution. Wefinally assess the geographical
distribution of RIPE Atlas anchors and probes connected to the
system as of February 21, 2024. Figure 6 plots the number of probes
and anchors per country. Overall, the platform has measurement
devices in 178 countries worldwide. Germany and the United States
host substantially more vantage points than any other country, both
accounting for 28% of probes and anchors. At the other extreme,
32 countries only have one probe or anchor. Generally, there is a
strong bias towards Europe and North America, while RIPE Atlas
remains underrepresented in other parts of the world.

Key takeaways. Despite being under-represented in certain re-
gions, RIPE Atlas boasts a wide coverage. Probes and anchors have

been steadily joining the measurement network since 2010, serving
as highly available and reliable baselines for analyzing the Inter-
net. Their increasing support of both IP address families makes them
suitable for any experiments requiring dual-stack support.

4.3 Measurements
The 12.9 K active probes and anchors participated in 50,885 RIPE
Atlas measurements, generating more than 1.3 billion individual
results and 1.1 TB of raw data. Tables 1,2,3 detail these statistics
per anchoring, built-in, and user-defined measurements.

4.3.1 Measurement Types. The highest number of ongoing mea-
surements (39 K or 76.7%) were user-defined, most of them being
pings and traceroutes. Pings are one of the most convenient ways
to test the reachability of a particular host at a particular instant,
thus being extremely popular among network operators. Overall,
platform users launched all types of measurements available to
them. Anchors contribute to the second largest chunk of ongoing
measurements, but we recall that i) only anchors are targets of them,
and ii) three types of measurements are performed (ping, traceroute,
and HTTP). The remaining 251 measurements are built-in and are,
therefore, preconfigured to run on each connected probe. More than
half of them are DNS CHAOS-class TXT queries targeting all DNS
root servers. We can also note that two types of measurements—
specifically, probe (dis)connection events and traffic—are only ap-
plicable to built-ins. The latter is an opt-in feature that probe hosts
can choose to collect statistics on the traffic received by the probe,
for example, the number of received bytes or packets.

4.3.2 Measurement Results. One RIPE Atlas measurement may
generate zero or more results, depending on the number of partici-
pating probes and periodicity. Out of 50.9 K ongoing measurements,
2.3 K did not generate a single result. In particular, 340 of them did
not have a single participating probe, possibly due to the inabil-
ity of the platform to accommodate the probe request, which may
happen if a long-running measurement was defined with a set of
probes not connected to the RIPE Atlas network anymore. Other
cases included measurements launched and executed before the
24-hour analysis window but marked as active for a short period
of time on February 21, 2024. We might have encountered active
recurring measurements scheduled to run less frequently than ev-
ery 24 hours, thus giving no results during the chosen day. Other
5.8 K measurements generated exactly one result object, meaning
that they were either one-offs or recurring with the frequency of
no more than once every 86.4 K seconds. In either case, one probe
per measurement participated.

A great majority of ongoing measurements generated two or
more results, which becomes apparent when considering the aver-
age ratio of measurement results to measurements—over 26 K to
1. Due to the full mesh between all the anchors, they lead in the
number and size of generated results despite being the most lim-
ited chunk of measurements in terms of sources, destinations, and
types. Built-ins come second with over 283 M results and 182 GB of
raw data. Even though only 251 measurements generated them, we
recall that they are frequent (running up to every 4 minutes) and
scheduled on all the connected probes. User-defined measurements
generated the least amount of data.
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Table 1: All the anchoringmeasurements executed, results (in
millions), and the data generated (in gigabytes) on February
21, 2024.

Type Anchoring

Measurements Results (M) Size (GB)

Ping 3,868 648.15 287.46
Traceroute 3,841 172.08 419.26
DNS - - -
HTTP 3,881 86.37 30.91
Probe (dis)connection - - -
TLS - - -
NTP - - -
Traffic - - -

Total: 11,590 (22.8%) 906.6 (67.5%) 737.63 (68.7%)

Table 2: All the built-in measurements executed, results (in
millions), and the data generated (in gigabytes) on February
21, 2024.

Type Built-in

Measurements Results (M) Size (GB)

Ping 38 127.77 54.63
Traceroute 44 21.51 50.79
DNS 158 126.91 74.95
HTTP 4 0.47 0.23
Probe (dis)connection 2 6.14 1.1
TLS 4 0.07 0.25
NTP - - -
Traffic 1 0.68 1.0

Total: 251 (0.5%) 283.55 (21.1%) 182.95 (17.0%)

4.3.3 Creation Times. We next analyze whether the 50.8 K mea-
surements observed on February 21, 2024, were first launched on
the same day or they had been running for some time. Figure 7
presents the distribution of measurement creation dates, showing
that 240 built-ins have been running since the first days of RIPE
Atlas in 2010, collecting results from all the connected probes ever
since. A significantly larger chunk of ongoing measurements (17 K
or 33.5%) were first executed during the 24-hour analysis window.
Moreover, most of them were also stopped the same day, suggest-
ing that an important part of daily active measurements is either
one-off or short-term. Figure 8 additionally plots the number of
measurements created per hour (UTC) on February 21, 2024. There
was a burst of 3,276 traceroute measurements between approxi-
mately 13:00 UTC and 16:00 UTC, seemingly belonging to the same
campaign, as all the descriptions started with “Traceroute to”. They
concern 295 domain names with up to 15 measurements per do-
main, however without any clear pattern or any domain-specific
selection strategy.

4.3.4 Measurement Origins. We wanted to know who launched
all 39 K user-defined measurements, keeping in mind that this
information is not publicly available and there is no mapping be-
tween measurement IDs and end users. Instead, we refer to the
description field available for each measurement. If not using the
default string provided by the system, it may give a good indica-
tion of who is behind a particular measurement. It turns out that
some of the user-defined measurements were in fact launched to
back up certain RIPE NCC services. For example, DNSMON [20]
is behind 4,435 executed measurements to assess the quality of

Table 3: All the user-defined measurements executed, results
(in millions), and the data generated (in gigabytes) on Febru-
ary 21, 2024.

Type User-defined

Measurements Results (M) Size (GB)

Ping 19,225 33.81 15.21
Traceroute 10,831 31.96 59.95
DNS 7,898 83.15 65.9
HTTP 3,881 86.37 30.91
Probe (dis)connection - - -
TLS 670 2.98 11.86
NTP 166 0.2 0.13
Traffic - - -

Total: 39,044 (76.7%) 153.55 (11.4%) 153.6 (14.3%)
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of measurements that were
launched on February 21,
2024.

service provided by root servers and selected top-level domains
(TLDs). DomainMON [117] (1,684 measurements) is a similar tool
that one can set up to monitor nameservers of its own domains.
We also see 1,527 measurements triggered by RIPE IPmap [34], an
active geolocation API relying on RIPE Atlas ping measurements
under the hood. Focusing on external measurements, there are 598
pings, traceroutes, and DNS queries with the description of “HE
Network Tools Site”. A closer look reveals that they are launched
from https://bgp.he.net/traceroute/ – a measurement toolkit run
by Hurricane Electric [60]. We then see a number of ping mea-
surement campaigns targeting the infrastructure of DNS operators,
ISPs, content delivery networks (CDNs), and one regional Internet
registry, among others.

4.3.5 Measurement Definitions. Before launching a measurement,
a RIPE Atlas user needs to choose one or more probes by supply-
ing either i) a probe ID, ii) a geographic area, iii) a country, iv) an
AS, v) an IP prefix, or vi) an existing measurement ID to reuse the
same list of participants. Focusing on 39 K user-defined measure-
ments, we analyze the participant selection criteria requested by
end users. Figure 9 plots the distribution of participation request
types. Probe IDs are by far the most common way to choose mea-
surement sources, although the two geographical selectors are also
largely used. The chosen area was rarely a particular part of the
world but rather “worldwide” and the US, Germany, and France
were the most requested source countries.

https://bgp.he.net/traceroute/
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Despite the possibility of freely choosing participating probes,
the probe may be disconnected or too busy to accommodate more
measurements at the time. Figure 10 plots the distribution of the
number of selected probes and the number of actually participating
probes. Few user-defined measurements (337) did not have a sin-
gle participating probe, most of them being requested with probe
IDs. We further verified that a great majority of requested probes
were not connected on the day of the measurement, therefore being
unable to process the requests. Almost 20 K measurements were ex-
ecuted with exactly the same sources as defined and the remaining
19 K has a subset of desired participants.

4.3.6 Measurement Targets. Finally, we assess the distribution of
measurement targets, i.e., the systems being tested. Pings were sent
towards 8 K unique hosts, the top 5 being one DNS provider from
China and 4 TikTok CDN servers. They represented 20% of all daily
ping measurements, as they participated in 4.9 K measurements in
total. They are also the most common measurement destinations
across all types of measurements. Traceroutes were distributed
towards 6.5 K destinations, without having any significant outliers.

DNS measurements differ from other types as their targets are
domain names rather than Internet hosts. However, the two pseudo
domain names (namely hostname.bind and version.bind) lead-
ing the ranking are not globally resolvable, and the responses are,
therefore, to be provided by the destination DNS servers. Despite
HTTP measurements only targeting the RIPE Atlas infrastructure,
we found 7 hosts outside the list of normally allowed destinations,
including two regional Internet registries, two connectivitymonitor-
ing domains from a leading operating systems vendor, one lifestyle
blog, one data center, and one domain belonging to a search engine
operator. TLS and NTP measurements targeted 560 and 137 unique
hosts, respectively, almost always being unique per measurement.
Interestingly, 80 user-definedmeasurements have overlapping types
and targets with some of the built-ins. While they generated a neg-
ligible number of results (4.9 M) with respect to all produced in a
single day, we argue that built-ins could have been used instead.

Key takeaways. A great majority of ongoing measurements in
a day are user-defined, but it is the anchoring meshes and built-
ins that generate almost 89% of daily results. Overall, more than
39 K measurements were launched by end users in a day, mostly
running on particular requested probes. However, some of them are
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Figure 11: Difference of traceroute lengths computed based
on anchoring measurements.

not standalone and back up certain RIPE NCC services as well as
external measurement platforms, a grey area in the usage of RIPE
Atlas.

5 MEASUREMENT USE CASES
The previously described dataset contains more than 1.3 billion
individual measurement results. In this section, we present a series
of exploratory use cases observed on February 21, 2024, illustrating
how RIPE Atlas data can uncover emerging patterns and open new
avenues for research.

5.1 Anchoring Measurements
The majority of results generated by the RIPE Atlas platform in a
single day come from anchoring measurements. Below, we describe
how to use them to analyze traceroute symmetry.

5.1.1 Traceroute Symmetry. The full mesh traceroute measure-
ments performed between all the anchors offer a rare opportunity
to analyze the symmetry of paths on the Internet, as the anchor
measurements provide a large set of bidirectional traceroutes in
close temporal proximity. The asymmetry of Internet paths has
gained attention in the past [31, 48, 120] and was studied both via
the analysis of BGP data and active measurements using traceroute.
Understanding path symmetry is useful for troubleshooting cases
like routing problems that occur on the reverse path or path asym-
metry that leads to differences in latency affecting latency-sensitive
applications like video conferencing.

While there are studies that employed RIPE Atlas for their tracer-
oute measurements [31], they only scheduled their own measure-
ments. Thus, they faced issues with the daily credit limit and had to
make compromises for their measurement configuration: Instead
of a full mesh measurement, which would only include 112 probes
due to the credit limit, they opted to perform pairwise measure-
ments between 4 K random probes, resulting in 2 K pairs. While
anchors were not widely deployed back then, we can now leverage
the data generated by 810 anchors without having to schedule a
single measurement on our own.

We find that from the 810 active anchors, only 770 generated
valid traceroutes during our chosen day. In total, the measurements
result in 292.7 K anchor pairs and almost 28 M traceroutes suitable
for analysis. A detailed analysis of symmetry is beyond the scope of
this paper, but we provide a preliminary estimation by comparing
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the length of traceroutes in both directions. If the length is different,
the traceroutes cannot be symmetric. We use two length metrics: i)
the number of IP hops and ii) the number of unique ASes traversed
by each traceroute. The analysis reveals that only 21% of traceroutes
could be symmetric, having the same length in terms of IP hops in
both directions (see Figure 11). The majority of traceroutes is longer
by one hop or more in one direction, making symmetry impossible.
However, considering the length at the AS granularity, around 50%
of traceroutes traverse the same number of ASes in both directions
and are potentially symmetric.

5.2 Built-in Measurements
Built-in measurements, which have been running on every con-
nected RIPE Atlas host since 2010, offer a wealth of long-term data
for exploration. In this section, we highlight practical use cases that
illustrate the potential of these measurements, revealing insights
into network behavior.

5.2.1 Manipulation of the Popular Domain Resolution. One of the
built-in measurements queries local resolvers to obtain A and TXT
resource records of 50 popular domain names. Previous work al-
ready relied on user-defined RIPE Atlas measurements to study
DNS resolution manipulation [89]. Below, we show how one can
detect response injection using built-ins only.

We first consulted the Open Observatory of Network Interfer-
ence (OONI) [11] project and identified that 17 out of 50 queried
domains show strong indications of blocking in at least one coun-
try. For each of them, we parsed the responses to A requests and
extracted the returned IPv4 addresses. We cannot, however, create
one-to-one mappings between the domains and A records as the
DNS load balancing systems return different IP addresses depending
on the location and the time of the query. Therefore, we estimate a
range of allowed responses by first resolving each domain directly
at https://dns.google (Google Public Resolver) and then mapping
responses to ASes [12]. We consider a response as valid if it falls
within the range of ASes seen in responses from Google Public
Resolver. While this non-strict approach may potentially underes-
timate the amount of blocking (i.e., IP belonging to an observed
AS is not, in fact, a correct address for a particular domain), it does
highlight the cases for which the answer is incorrect. We also note
that other strategies exist to restrict access to a particular domain
at the DNS level, for example, returning the NXDOMAIN or SERVFAIL
response codes. We argue, however, that the codes are indistin-
guishable from intermittent failures, while response injection is a
strong indication of deliberate manipulation.

The highest number of probes received injected responses for
two Meta services: facebook.com and instagram.com. They were
blocked on at least 69% of probes fromChina and Iran, mostly receiv-
ing globally routable IPs that belong to well-known organizations
such as Twitter, Dropbox, or Amazon. Such a behavior is consis-
tent with the effects of the Great Firewall of China [50]. The two
countries restricted access to other entertainment domains such
as youtube.com, reddit.com, twitter.com, and netflix.com, as
it can be seen on more than half of the countries’ probes. The
third most blocked domain was vk.com, a Russian social media
network with 200 affected RIPE Atlas probes, 60 of which were
from Iran alone (68% of the country probes). The two countries

formally blocking this domain name, namely Ukraine and Latvia,
have 18% and 37% of probes receiving injected responses, respec-
tively. Some of the other domain names triggering injected re-
sponses are google.com, google.co.in, and linkedin.com—they
were blocked on the majority of probes located in China. Similarly,
t.co and wordpress.com were not reachable for the majority of
RIPE Atlas probes located in Iran.

Overall, we demonstrate how RIPE Atlas built-in measurements
can be used to study DNS interception, manipulation, and cen-
sorship of popular domains, complementing some of the existing
tools like OONI. They can give insight into blocking strategies used
on a per-probe basis, e.g., injecting globally routable or private
IP addresses. When interpreting results, it is crucial to take into
account the number of probes per country to avoid false inference
of nationwide blocking.

5.2.2 Unallocated 240/4 in the Wild. The IPv4 space has many
unallocated or reserved addresses with the largest block of 240/4.
Two proposals suggested repurposing 240/4 into unicast [41] or
private [123] address spaces. Neither proposal was adopted though,
as critics argued that these additional addresses would be quickly
exhausted, emphasizing the need to transition to IPv6. Previous
work revealed that some organizations internally use the IP address
space allocated to others but never announced on the Internet [106].
Below, we analyze all the built-in traceroutes collected on 21 Feb-
ruary 2024 to see whether the same phenomenon is observed for
unallocated address ranges.

Overall, we identified 1.7 M traceroutes containing 240/4 ad-
dresses. Table 4 further lists all the autonomous systems hosting
the probes from which the traceroutes originate. Similarly to previ-
ous reports [72], the majority of them (92.7%) originate from two
Amazon ASes – AS16509 and AS14618. We saw unallocated IPs in
the first and second hops, indicating the constant internal use of this
prefix by Amazon. Similar behavior was observed at traceroutes
originating from Telefonica Spain (AS3352), where hops subsequent
to 240/4 remained inside the same AS. Despite the previous hops
timing out, we can still conclude that Telefonica uses the 240/4 ad-
dress space internally. Traceroutes originating from the remaining
autonomous systems (AS8728, AS577, AS398721) seem to merely
traverse the Amazon AS that makes 240/4 appear in some of the
transit hops.

The use of the unallocated/squatted address space is strongly
discouraged, as it might render parts of the Internet unavailable
should the concerned IP addresses become globally routable. RIPE
Atlas measurements reveal that at least two organizations use the
unallocated 240/4 address block internally. Another key finding is
that all the networks we observed in the traceroutes do not have
proper filtering in place, as packets with addresses in the 240/4
prefix should be dropped.

5.2.3 Unspecified ::/128 as a Source Address. Some of the IP ad-
dresses are called special use and are not intended to be assigned to
hosts. One such example is ::/128, called unspecified and prohibited
from being used neither as a source nor as a destination [32]. Nev-
ertheless, it was reported that some of the traceroutes collected by
RIPE Atlas contain hops with ::/128 source addresses [61]. We verify
whether the same behavior persisted on the day of the analysis.

https://dns.google


Day in the Life of RIPE Atlas: Operational Insights and Applications in Network Measurements

Table 4: The number of traceroutes containing 240/4 hops
per originating autonomous systems.

AS Number Organization Country Number of Traceroutes

16509 Amazon.com, Inc. US 1,601,758
14618 Amazon.com, Inc. US 106,888
3352 TELEFONICA DE ESPANA S.A.U. ES 10,128
8728 AS INFONET EE 8,502
577 Bell Canada CA 458

398721 Cogeco Connexion inc CA 30

On February 21, 2024, RIPE Atlas gathered 95 M IPv6 traceroute
results. We found that 334 K out of them (0.35%) include at least one
hop with the ::/128 source address. All traceroutes originated from
161 probes, including 1 probe from NeuStyle (AS4508) responsible
for 256 K (76%) cases observed. This probe has ::/128 consistently
appearing as the first hop. In the remaining cases, we mapped
the IP addresses of previous and subsequent hops to autonomous
system numbers. We reveal several traces with AS24186 (RailTel
Corporation of India Ltd.) surrounding the ::/128 hop. Previously, it
was AS9198 (JSC Kazakhtelecom) that was seen before and after
the ::/128 hop. Although we do not see the same AS in our dataset,
we observed some instances where the hop preceding the address
belonged to either AS12389 or AS20485, and the subsequent hop
was in AS9198 indicating that the phenomenon is still persistent in
this network.

Overall, our analysis reveals that some ASes violate the require-
ments of the RFC 4291 and route packets with unspecified source
addresses. This behavior also reveals the lack of Source Address
Validation (SAV) [71] in these networks.

5.3 User-Defined Measurements
The two previously discussed groups of measurements are well-
known and have been defined by the RIPE Atlas team. Below, we
look at some of the user-defined measurements to understand what
they may reveal.

5.3.1 TikTok CDN. We observed one noticeable user-defined mea-
surement that involved periodic pings to four TikTok CDN servers.
They account for 25% (4,863) of user-defined ping measurements
but generated only 26.5 K results (less than 0.1%) because of the way
the measurements are set up: the four servers are targeted from
50 countries in hourly cycles. However, for reasons unknown to
us, the creators of the campaign chose to create individual one-off
measurements instead of one long-running periodic measurement
per country. Our best guess is that the creators use a custom sched-
uling setup, supported by the fact that even though measurements
are run per country (indicated by a “Ping from country” descrip-
tion), they do not use the country selection provided by Atlas, but
request individual probes by ID instead. Thus, the measurements
also significantly contribute to the probe source distribution shown
in Figure 9. We speculate that—for the most part—using periodic
measurements instead of one-off wold have been more economical
for this purpose.

A rough search reveals that this campaign has been running
since June 2023 and created 2.5 M measurements since then. The
frequency (hourly) and the type of measurement (ping) make this
dataset useful to track long-term changes in RTT from different
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Figure 12: Average RTT from Japan, Germany, United States,
South Africa, and Brazil to four TikTok CDN servers.

countries to the CDN servers. Figure 12 presents the average RTT
observed from five countries during our analyzed day. It is apparent
that the connectivity was stable during this day and the server
flv-l10 seems to be located in the Asian region, since the average
RTT from Japan is the lowest for this server, whereas the country
order is stable for the other three targets. A deeper analysis of
this dataset might reveal intermittent connectivity problems from
certain countries or long-term changes in RTT.

5.3.2 IXP Country and Regional Jedi Measurements. RIPE Atlas
team set up a number of traceroute meshes that aim at analyzing
the connectivity between probes located inside the same country
and region. These measurements offer critical information on the
paths taken, including out-of-country detours and the IXPs the
traffic traverses.

Country-level meshes are executed on the first day of eachmonth.
These are regular and up-to-date measurements that can be used
to analyze how traffic patterns differ between countries. For exam-
ple, they reveal the presence of 17 IXPs operating in Germany and
14 IXPs in the Netherlands. In the United States, they identify 66
unique peering LANs in probe paths, associated with 45 unique
IXPs. Conversely, no IXPs are identified in Uzbekistan, China, and
Iran. However, the traceroutes between ASes in China and Uzbek-
istan predominantly pass through the incumbent providers Uzbekt-
elecom and the China Backbone network for the majority of the
traceroutes.

Regional meshes have been collecting traceroutes in Southeast
Europe, Central Asia, Latin America, and the Middle East on the
15th of every month since January 2024. These measurements origi-
nate from several countries within each region, highlighting the in-
volvement of intermediary countries and ASes. We therefore focus
on the data collected in the Central Asia region, including Uzbek-
istan, Kazakhstan, Iran, Kyrgyzstan, and Tajikistan. Overall, we see
that Central Asian countries heavily rely on intermediaries outside
the region to communicate with other hosts inside. Russia is by far
the country that received the highest ratio of transit traffic, ranging
from 42.4% of traceroutes in Kazakhstan to as many as 72.6% in
Tajikistan and 80.7% in Iran. The autonomous systems involved are
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PJSC Rostelecom (AS12389), PJSC “Vimpelcom” (AS3216), and Inet-
com LLC (AS35598). Azerbaijan received the second highest amount
of traffic, always transiting through Delta Telecom Ltd (AS29049)
from Uzbekistan (19.2% of traceroutes), Kazakhstan (24.2%), and
Iran (46.9%). We do see a much smaller number of cases in which
traffic goes to ASes registered in as far as Sweden, Italy, and the
United States.

Based on the regional traceroute meshes collected by RIPE Atlas,
Central Asia is highly dependent on several foreign countries and
ASes to transit its traffic. Such a lack of connectivity options is
generally expensive, not flexible, and may result in a single point
of failure. The five aforementioned countries will benefit from con-
solidating efforts to build a more diverse internal interconnection.

6 GUIDELINES FOR USING RIPE ATLAS
RIPE Atlas is a powerful tool that executes diverse measurements
and generates over a billion results daily. As a measurement com-
munity reliant on its capabilities, we have a unique opportunity
to optimize our use of its resources. Therefore, we offer guidelines
for researchers to enhance their usage of RIPE Atlas, which we
proposed to and extensively discussed with the RIPE Atlas team.

6.1 Optimize the Infrastructure Usage
RIPE Atlas operates with a set of safeguards to ensure that no
single user or measurement jeopardizes the whole platform. Apart
from adhering to internally enforced measurement constraints,
researchers must consider the volume of generated data and avoid
performing unnecessary measurements, especially for extended
periods beyond those necessary to address their research questions.

One might feel compelled to launch a new measurement cam-
paign as soon as the research question is clearly defined. However,
we recommend stepping back and carefully considering whether
any existing measurements can serve the purpose instead. The plat-
form offers a variety of built-ins and used-defined measurements
(documented in Measurement Bundles [100] repository), which
already run on RIPE Atlas. Reusing existing data helps avoid redun-
dant efforts. Each research paper using RIPE Atlas must include a
statement addressing whether built-in measurements were consid-
ered to answer the research question and justify the need for any
new measurements.

Other examples of suboptimal behaviors have already been pro-
vided [59], such as failing to use a single recurring measurement
instead of multiple one-offs or polling for results more frequently
than they are generated. Carefully reading the relevant documenta-
tion will help avoid such non-optimal behaviors.

6.2 Consider Ethics
In addition to relevant guidelines and best practices for the mea-
surement community [35, 91], authors should carefully consider
specific ethical implications related to the RIPE Atlas platform to
minimize unforeseen consequences for all users.

If a new measurement is deemed necessary, researchers must
assess its ethical aspect from multiple angles. First, the Terms and
Conditions [101] of the platform must serve as a starting point to
understand the expectations from all participants. In particular, it
states that probe owners agree that the installed devices are used for

performing measurements and obtaining the results. Yet, one must
ensure that no risk is put on the hosts. For example, avoid sending
DNS requests to sensitive domain names that may be banned under
certain jurisdictions such as related to gambling or adult content.
We also recommend that researchers consult the RIPE community
discussion on measurement ethics [57].

6.3 Encourage Reproducibility
RIPE Atlas offers various mechanisms, such as tags and descrip-
tions, to facilitate finding relevant measurements and foster repro-
ducibility. We strongly advise researchers to assign unique tags
and provide comprehensive descriptions for all new measurements.
They, along with measurement IDs, should be referenced in scien-
tific publications for easy data access. Furthermore, documenting
new user-defined measurement campaigns in the Measurement
Bundles repository is encouraged to inform others and promote
the reuse of existing measurements whenever feasible.

6.4 Explore the RIPE Atlas Data
RIPE Atlas is often used to investigate specific research questions
or validate hypotheses. However, given its extensive measurement
dataset, there may be numerous events and insights beyond one’s
immediate focus. We encourage researchers to explore existing
RIPE Atlas measurements thoroughly and uncover findings that
could benefit the network community. We firmly believe that this
rich dataset holds significant potential for discovering new insights
and phenomena.

6.5 Host a Probe
Participants around the globe play a crucial role in expanding the
global presence of RIPE Atlas by hosting probes—essential com-
ponents of the measurement network. We strongly encourage re-
searchers and network operators to consider applying to host either
a hardware or a software probe, which can be installed and man-
aged on their own infrastructure. Active involvement from users in
underrepresented regions is particularly encouraged. For detailed
instructions, interested researchers can visit the official RIPE Atlas
web page.

7 ETHICS AND REPRODUCIBILITY
Large-scale Internet measurements typically do not fall under the
purview of Institutional Review Boards. Therefore, researchers
must carefully weigh the advantages and disadvantages before
initiating any new measurement campaign. To aid in this process,
the community has developed a set of best practices to adhere
to [13, 35, 91].

This paper strictly adheres to the RIPE Atlas Terms and Condi-
tions regarding data retrieval, analysis, and presentation. Specifi-
cally, all network configurations, measurements, and probes dis-
cussed are publicly accessible, as agreed upon by probe hosts in §4.3
and §4.2 of the terms. We solely use existing datasets to uncover
various phenomena observed on the analysis day, ensuring an un-
biased exploration. Recognizing the significant data volume, we
carefully refer to relevant documentation to prevent overloading
the RIPE Atlas infrastructure with our requests.
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8 CONCLUSIONS
RIPE Atlas stands as one of the largest network measurement plat-
formsworldwide, executing 50.9 K uniquemeasurements and gener-
ating over 1.3 billion results daily. This unprecedented scale presents
challenges in understanding its diverse user base, methodologies,
and objectives.

We examined a typical day in the life of RIPE Atlas to uncover us-
age patterns. The majority of daily measurements are user-defined,
with nearly half being one-off tests. Anchors contribute signifi-
cantly, generating almost 70% of daily results, surpassing both built-
in (21.1%) and user-defined measurements (11.4%). Pings, tracer-
outes, and DNS tests dominate, with HTTP, TLS, and NTP lagging
behind. End users primarily perform one-off measurements and do
not heavily burden the system.

Probes and anchors have steadily expanded the RIPE Atlas net-
work since 2010, providing robust baselines for Internet analysis.
Around half of the public probes support IP dual-stack, while 92% of
anchors are fully dual-stack. Despite uneven representation across
regions, RIPE Atlas spans 178 countries and over 4,000 ASes.

Given the data volume, RIPE Atlas proves invaluable for di-
verse research and operational questions. With exclusively existing
datasets, we have demonstrated how anchoring, built-in, and user-
defined measurements can illuminate traceroute symmetry, address
space usage, DNS censorship, and more.

Lastly, after extensive discussions with the RIPE Atlas team, we
propose guidelines for researchers leveraging RIPE Atlas: careful
network usage, full reproducibility, maximal reuse of existing mea-
surement data, and rigorous ethical considerations.
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